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University of the Pacific
Graduating May 2024
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Graduating Dec 2023
Computer Science
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 Centralized authentication
— Login to several systems/services with single set of credentials
— Robust authentication methods

 User/Group Management
— Tools for admin to manage users, groups, and roles
— Web UI that makes system simpler to visualize

 Host-Based Access Control
— Control which users/groups can access specific servers in the network

 Certificate Authority
— Provides secure communication for web services

Goals of Our Project

Use Case: Streamlined user account management on HPC Academy clusters
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 Research Objectives:
— Determine Identity Management Systems implementation
— Determine 2 Factor Authentication implementation

 Considerations:
— Open source
— Extent of documentation
— Ease of user / policy management
— OS compatibility
— Perceived complexity / time-friendly

Initial Investigation

FreeIPA

OAuth

IDMs
Google 
Auth

OAuth

DUO 
Security

2FA
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Major Components of Our Project

 FreeIPA
— Kerberos

• Authentication

— LDAP
• Database for network 

environment

— Apache
• Web server for UI

— Dogtag PKI
• Certificate Authority

 Google Auth
— 2FA provider

 DNS Server
— Integrated 
— DNSmasq

 RADIUS Server
— Risk-based authentication
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Cluster Layout

Source: https://abbra.fedorapeople.org/.todo/freeipa-docs/

http://Shttps:/abbra.fedorapeople.org/.todo/freeipa-docs/
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 Defined a FreeIPA domain

— Installed one FreeIPA server and several FreeIPA clients

 Created several users within FreeIPA

— Implemented 2FA with Google Authenticator to specific users

— Issued password resets to those users

 Defined user groups and host groups

— Assigned various Host Based Authentication Rules

Central Auth & User/Group Mgmt
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 Defined HBAC rules
— Limited user access to certain client 

nodes
— Utilized defined user and host 

groups

 Certificate Authority
— Created nginx web server that 

requested certificate 
— Demonstrates FreeIPA’s ability to 

provide intranet certificates

HBAC & CA Goals

Source: https://help.mulesoft.com/s/article/Configure-HTTPS-
Listener-secured-by-TLS-1-2 

https://help.mulesoft.com/s/article/Configure-HTTPS-Listener-secured-by-TLS-1-2
https://help.mulesoft.com/s/article/Configure-HTTPS-Listener-secured-by-TLS-1-2
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 Installation of FreeIPA
— Misunderstanding documentation
— Sensitivity to hostname (FQDN)

 DNS Implementation
— Configured without integrating
— Dnsmasq, or reconfigured

 RADIUS authentication methods
— Intention for risk-based authentication
— Issues with LDAP configuration

Issues We Faced
And how we solved them
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 Find more work arounds for 
risk-based authentication
— RADIUS was a bit of a struggle
— Interact directly with the source 

code 
— pam.d configuration

What We Would Do Differently
with more time

 Learn more about LC’s IDM 
development
— Try and replicate some of that 

work
— Implement components related to 

that system

Source: https://borosan.gitbook.io/lpic2-exam-
guide/2102-pam-authentication 

https://borosan.gitbook.io/lpic2-exam-guide/2102-pam-authentication
https://borosan.gitbook.io/lpic2-exam-guide/2102-pam-authentication
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 FreeIPA - https://freeipa.org/page/Quick_Start_Guide#getting-started-with-ipa

 FreeIPA Manual - https://abbra.fedorapeople.org/.todo/freeipa-docs/

 FreeIPA Tutorial - https://linux.how2shout.com/how-to-install-freeipa-on-almalinux-
or-rocky-8/

 RedHat IPA - https://access.redhat.com/documentation/en-
us/red_hat_enterprise_linux/5/html/configuring_identity_management/installing_th
e_ipa_client_on_linux 

 Dogtag PKI + FreeIPA - https://www.admin-
magazine.com/Archive/2022/70/Certificate-management-with-FreeIPA-and-Dogtag 

 Risk-Based Authentication - https://riskbasedauthentication.org/ 

References

https://freeipa.org/page/Quick_Start_Guide#getting-started-with-ipa
https://abbra.fedorapeople.org/.todo/freeipa-docs/
https://linux.how2shout.com/how-to-install-freeipa-on-almalinux-or-rocky-8/
https://linux.how2shout.com/how-to-install-freeipa-on-almalinux-or-rocky-8/
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/5/html/configuring_identity_management/installing_the_ipa_client_on_linux
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/5/html/configuring_identity_management/installing_the_ipa_client_on_linux
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/5/html/configuring_identity_management/installing_the_ipa_client_on_linux
https://www.admin-magazine.com/Archive/2022/70/Certificate-management-with-FreeIPA-and-Dogtag
https://www.admin-magazine.com/Archive/2022/70/Certificate-management-with-FreeIPA-and-Dogtag
https://riskbasedauthentication.org/
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Questions?

Thank you to our mentors!

Dave Fox

Martin Baltezore

Rigo Moreno

Naomi Cheeves

And all of Livermore Computing!
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Meet the Team!

Karis Kim

• UC Berkeley

• Electrical Engineering & 
Computer Sciences

• Expected Grad: May 2025

Taylor Rohovit

• Johns Hopkins University

• Computer Science

• Expected Grad: May 2025
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Goals

• Enable messaging between multiple nodes on HPC clusters

• Create a Flask web application using RabbitMQ that allows users 
to interact with CerebrasGPT

• Perform analytics using Kafka
• User satisfaction
• Response time
• Sentiment

High Level Overview of Our Project
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• Cerebras-GPT: a family of 7 open compute-optimal language 
learning models
• We used the 13B parameter model

• RabbitMQ: message broker that uses an exchange to route 
messages to queues to be picked up by consumers
• Push Model  Smart broker, dumb consumer

• Kafka: message broker that stores messages in topics; optimized 
for real time event streaming
• Pull Model  Dumb broker, smart consumer

Major Technologies Used
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Major Technologies Used: RabbitMQ

source: https://www.cloudamqp.com/blog/part1-rabbitmq-for-beginners-what-is-rabbitmq.html

https://www.cloudamqp.com/blog/part1-rabbitmq-for-beginners-what-is-rabbitmq.html
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Major Technologies Used: Kafka

source: https://www.projectpro.io/article/apache-kafka-architecture-/442

https://www.projectpro.io/article/apache-kafka-architecture-/442
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Architecture
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Demo!
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 Learning new tools - Flask, RabbitMQ, Kafka, HTML, CSS, 
Chart.js, VNC

 Connecting RabbitMQ and Kafka in the same pipeline
— infinite loop issues with Kafka

 Installing dependencies for CerebrasGPT to use model later on
— Python version, pip3 install, xturing

 RabbitMQ syncing issues

Challenges
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 Use analytics to train model to produce better responses

 Real time constant updates on the analytics page

 Experiment with different models

 Create user database to store specific history for each user

Future Ideas
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RabbitMQ - https://www.cloudamqp.com/blog/part1-rabbitmq-
for-beginners-what-is-rabbitmq.html

Install RabbitMQ - https://www.rabbitmq.com/install-rpm.html

Flask - https://flask.palletsprojects.com/en/2.3.x/

Cerebras-GPT - https://www.listendata.com/2023/03/open-
source-chatgpt-models-step-by-step.html

Kafka - https://linuxconfig.org/how-to-install-kafka-on-redhat-8

Kafka vs. RabbitMQ - https://www.projectpro.io/article/kafka-vs-
rabbitmq/451

Works Cited

https://www.cloudamqp.com/blog/part1-rabbitmq-for-beginners-what-is-rabbitmq.html
https://www.cloudamqp.com/blog/part1-rabbitmq-for-beginners-what-is-rabbitmq.html
https://www.rabbitmq.com/install-rpm.html
https://flask.palletsprojects.com/en/2.3.x/
https://www.listendata.com/2023/03/open-source-chatgpt-models-step-by-step.html
https://www.listendata.com/2023/03/open-source-chatgpt-models-step-by-step.html
https://linuxconfig.org/how-to-install-kafka-on-redhat-8
https://www.projectpro.io/article/kafka-vs-rabbitmq/451
https://www.projectpro.io/article/kafka-vs-rabbitmq/451
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Flux RestAPI Project Members

Xander Armatis
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3rd Year CS 
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UC Berkeley
4th year EECS
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 Can be run with little to no command line.

 Provides web frontend for Flux.

 Provides an interface for Flux in Python.

 Improve accessibility for users to interact with Flux.

 Multiple ways to run the API endpoint:
— Proxy and Port Forwarding
— VNC Viewer
— Visual Studio Code (VSCode)

Overview of Flux RestAPI
With Python and web clients
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Flux RestAPI Webserver Visuals – Job Submission



5
LLNL-PRES-855382

Flux RestAPI Webserver Visuals – Job List
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Flux RestAPI Webserver Visuals – Job Details

Standard Output
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Flux Web Client Demo
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 get_client(): Set up Python client object to communicate with 
Flux

 client.submit(command, **kwargs): submit a job with a 
command. **kwargs is for extra parameters.

 client.cancel(jobid): cancel a job given jobid argument.

 client.list_nodes(): list available Flux nodes in cluster

 client.jobs(jobid=None, detail=False, listing=False): list all jobs if 
jobid is None, else list a job of jobid.

 client.stop(): stop Flux service

 etc…

Flux RestAPI – Python methods
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Flux RestAPI Visuals – Python Client
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Flux Python Client Demo
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 Took a while to navigate the documentation.

 User authentication difficulties 
— Credentials don’t expire and there’s not a straightforward way to clear 

the FastAPI’s HTTP Auth credentials yet.
— Even after a successful login, jQuery module is not correctly interpreting 

credentials.
— Submitting jobs with authentication runs with “sudo” command, 

potentially opening up for security issues.

 RestAPI is still under development:
— E.g. Logout API request is still in the work

Challenges
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Future Work and Goals with Flux

 Improve user authentication process and documentation 
for it.

 User submitted jobs to run as themselves (multi-user) on 
the machine instead of Flux instance user (single-user).

 Implement more Python API methods to match the 
number of commands of Flux.
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Cited Resources 

 Flux RestAPI Documentation – http://flux-framework.org/flux-
restful-api/index.html

 Flux RestAPI Repository -- https://github.com/flux-
framework/flux-restful-api

http://flux-framework.org/flux-restful-api/index.html
http://flux-framework.org/flux-restful-api/index.html
https://github.com/flux-framework/flux-restful-api
https://github.com/flux-framework/flux-restful-api
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