
!"#$"%&"'(!)!(*+,,"',

!
-.)/((%)0)&1,*112!
!
$ mkdir logs!

$ vim logs/short-description!

  Start by describing what was !

  seen when the problem first!

  appeared.!

  To reproduce: the steps that!

  can be taken to reproduce!

  it. Bonus: make a script, put!

  it in the logs/ directory and!

  give it the same name as!

  this file.!

  Hypothesis: what I suspect!

  Experiment: how I can test it!

  Observation: what did I see?!

  Conclusion: what I learned.!

!
3.)4#()5(6$+6"0&)716),"89:!

;8068)<16)8=()<"6#8)8"5(:!
$ hg init  # in project dir!

$ vim .hgignore!

  syntax: glob!

  *.o!

  *~!

  *.out!

  *.err!

!
>!!)50"'.$:!
$ hg add main.c!

!
;0?()$=0',(#:!
$ hg commit!

!
;(()$=0',(#:!
$ hg log!

!
@1)*0$2)81)?(6#"1')3:!
$ hg update 4!

!
@1)81)&08(#8)?(6#"1':!

))A)=,)+%!08()BC!

!

)!

D(*+,,"',)

*E)D"#$"%&"'(!
F.)G02()#"5%&()#$6"%8#)81)$15%"&(H)

6(%61!+$()0'!)8(#8)I=(8=(6)0)*+,)

1$$+6#)16)'18:!
!
$ wget http://content.allinea.com/downloads/test-script.sh!

$ vim test-script.sh     # instructions are in the file!

!
JK05%&()1<)#+$=)0)#$6"%8)"')+#(:!
  !

$ ./test-script.sh!

  Compiling hello with debug information!

  Submitted to the queue with id srv03-ib.20374!

  Waiting for srv03-ib.20374 to start!

  Job started at Sun Sep 30 20:23:03 CEST 2012!

  Waiting for srv03-ib.20374 to finish!

  Job finished at Sun Sep 30 20:37:42 CEST 2012!

  Program crashed: FAIL!

!
L.);(8)+%)E1+6)!(*+,,(6)0'!)$=($2)"8)

I162#)*(<16()E1+)'((!)"8:!
!
$ module load ddt!

$ cp -r /path/to/ddt-directory/examples .!

$ cd examples!

$ mpicc -g -O0 hello.c -o hello!

$ ddt -np 160 -start ./hello!

!
!
!
!
!
!
!
!
M61*&(5N)J50"&)#+%%168O0&&"'(0.$15)B)I()I"&&)<"K)"8P!

!
Q1'+#:)2((%)0)DDR)#(##"1')<"&()<16)(0$=)&1,*112)<"&(:!

;(##"1')BS);0?()#(##"1'...)BS)&1,#T#=168B!(#$6"%8"1'.!!8!



!"#$!%&'('&)*++!"+

!
,-*%.&#(-/(!"#$!%01!-"!
!
23(,&0%.4(5-*%(6-+)--7!
$ grep -ir r_send logs/*!

segfault-at-64: Conclusion: 

increase buffer size in r_send 

to stop MPI buffering it!

deadlock-at-512: Conclusion: 

reduce buffer size in r_send 

and hope MPI buffers it!

!
83(9067(1-(0('*.7!

!
!
!
!
!
!
:,-(;<=(#*%&(!1(.0"<1()&(0(=*1&>(

$%-)6&=?()&.0*#&(!1<#(6-.7&'(!"(

)-14(14&(#&"'(0"'(14&(%&.!&@A(

-4?(B0!1C(9401(=!+41()&(!1C:!

!
D3(E&()6&##&'(B!14(0(6-+!.06(

=!"'!

!
!
!
!
!
!
!
!
!
94&(%&#1(-/(*#(=05(40@&(1-(1%5(

40%'&%3!

!
F6#-()&(6*.75(&"-*+4(1-(40@&(

-@&%(1B-('&.0'&#(-/(#-=&(-/(

14&(/!"&#1(&'*.01!-"(!"(14&(

4!#1-%5(-/(-*%(#$&.!&#C!

(!

G&)*++!"+(

)5(;"#$!%01!-"!
H!#1&"(1-(5-*%(!"#1!".1#(0"'(1&#1(14&=!

,*#$&.1(14&()-*"'#(0%&(!".-%%&.1(#-=&B4&%&(!"(14&(

6--$I(J07&(F66!"&0(GG9(6-+(14&=(066K!
$ ddt -offline log.html -n 64 -trace-at watchpoint.c:

46,i,j,k,numprocs ./watchpoint!

!
!
!
!
L-1(1%*&I(F''(!1(1-(5-*%(6-+(0"'(1%5(#-=&14!"+(&6#&C!

(!

M*#1(6--7(01(14&($%-)6&=(N/-%(2O(=!"*1&#P!
$ ddt -n 160 -start programs/linkedlist!

!
94&(.-'&(@!&B(#4-B#(B4&%&($%-.&##&#(#1-$(0"'(

.*%%&"1(H!"&(0"'(H-.06#(6&1(5-*(&>$6-%&(14&(#101&K!

!
!
!
!
!
9401<#(!"1&%&#1!"+(A(B45('-&#(-"&($%-.&##(40@&(0(

=*.4(6-B&%(0''%&##(/-%(:6!#1:I(Q6!.7(-"(14&(+%0$4(1-(

#&&(0(=-%&('&10!6&'(.-=$0%!#-"K!

!
!
!
!
!
!
Q%&01&(+%-*$#?(0''(1%0.&$-!"1#(0"'(&>$6-%&(/%&&65K!

!
!
!
!
!
!
R%-)6&=I(S=0!6(#*$$-%1T066!"&03.-=(A(B&(B!66(/!>(!1C



!"#$%"&'()*+##$,#

!
-"#$%"&'$,#.)($),/0!
!
12'3))4'"'&5#*556'$,'75+.'

4.58)%/'($.)%/5.79'"&05'$,'

05+.%)'%5,/.5&2':0)'5,)'/);/'

<$&)'<5.')"%='*+#'

$,>)0/$#"/)(2!

!
?2'@)/'+4'A&&$,)"'BBC!
$ module load ddt!

!
:0).'#+$()'"&05'">"$&"*&)'

5,&$,)D!
!
http://www.allinea.com/

products/ddt-support/!

!
E2'C.7'0/"/$%'","&70$0!
$ /path/to/ddt/libexec/cppcheck!

$ /path/to/ddt/libexec/ftnchek!

!
F,'*7'()<"+&/'$,'A&&$,)"'BBC2!

!
G2'-HI'%=)%6).'/55&0!

!
-".!5/D'http://www.hlrs.de/
organization/av/spmt/research/

marmot/downloads/!

!
-:@C'$0'$,'*)/"'+,/$&'@J1?!

!
K2'-"6)'-).%+.$"&'<$,('/=)'

*+#'<5.'75+D!
$ hg bisect --reset!

$ hg bisect --bad # broken now!

$ hg bisect --good 4 # was ok!

$ hg bisect -c ./test-script.sh!

  ...!

  The first bad revision is:!

  changeset:   6:a06eaeb2cf30!

!
$ hg log -pr 6 # shows the bug!!

'!

B)*+##$,#'

*7'-"#$%!
H.5#."!'%."0=)0'L0)#<"+&/MD!
$ ddt -offline log.html -n 256 examples/hello arg1 arg2!

!
!
!
!
!
!
H.5#."!'#)/0'0/+%6'L()"(&5%6MD!
$ ddt -n 128 -start programs/loop arg1 arg2!

!
H.)00'4&"79'N"$/'<5.'/=)'()"(&5%69'/=),'=$/'4"+0)!

!
!
J=)%6'/=)'4"."&&)&'0/"%6'>$)N'",('>".$"*&)0D!

!
!
!
!
F.'+0)'/=)'-HI'!)00"#)'O+)+)0'N$,(5ND!

!
!
!
!
!
@+04)%/)('!)!5.7')..5.0D!
$ ddt -n 256 examples/hello arg1 arg2!

!
!
!
!
!
!
!
!
!
!
H.5*&)!P'Q!"$&'0+445./R"&&$,)"2%5!'S'N)'N$&&'<$;'$/T



!"#$%&#'#"()$*+,,#%,

!
-%($./012$(23,*334!
Seen: "Signal: Segmentation 

fault(11). Failing at address: 

0x8". Reproduce: mpirun -n 64!

Debugger: Memory error detected 

in main (linked.c:75) - "a 

previous write overwrite the 

reserved memory."!

!
Hypothesis: Classic off-by-one.!

Prediction: Adding guard pages 

will show where the bad write 

takes place.!

Experiment: Run DDT again with 

guard pages set to "After", 1 

page.!

Observation: 61 procs stop at 

line 65, with an invalid "list" 

pointer (0x7fff3cb5f00). last 

and list->next are both 0x0.!

Conclusion: The value of list 

is *already* invalid here!!

!
Hypothesis: Allocation failed!

Prediction: The call to calloc 

doesn't assign enough memory.!

Experiment: Run to line 65 and 

examine the "list". !

Observation: View pointer 

details claims the size 

allocated is 0 bytes.!

Conclusion: Confirmed. The man 

page for calloc shows we are 

allocating an array of size 0.!

!
Hypothesis: Calloc is the wrong 

function to use here.!

Prediction: Using malloc 

instead fixes the bug.!

Experiment: Replace both calls.!

Observation: 1 proc segfaults 

at line 72 with list = 0x0.!

Conclusion: Confirmed, this 

crash is from another bug!!

(!

5$*+,,#%,(

*6(7"#$%"$!
89(7+,,$!&(/('/2!#'#/*2$(:613&:$!#!!
;:$(2#%$(<2#!&=>%$.&(?(2/!&<("@/!:$!(*$"/+!$(&:$("/22(&3(

"/223"(#!%A&(/223"/&#%,($%3+,:(0$03@6(:$@$B!
64! ! list = calloc(sizeof(struct llist), 0);!

65! ! list->next = last; // <- list->next crashes!

66! ! list->value = value;!

!
C9(D/4$(/(&$!&/*2$(1@$)#"&#3%!
E#$F(13#%&$@()$&/#2!(3%(2#%$(GH(!/6!(<#%I/2#)(0$03@6<!

!
J9(K.1$@#0$%&!
!
L+%(&3(2#%$(GHB!

!
!
!
!
!
M!$(<E#$F(13#%&$@()$&/#2!<(3%(<2#!&<B!

!
!
!
!
!
N9(O*!$@I$(/%)(@$"3@)(&:$(@$!+2&!!
P/223"(#!(@$&+@%#%,(/(I/2#)(13#%&$@(&3(Q(*6&$!(3'(

0$03@6R(F:#":(#!%A&($%3+,:('3@(2#!&=>%$.&(&3(*$(I/2#)9!

!
H9(S3@0(/("3%"2+!#3%!
P3%'#@0$)9(;:$("/223"(0/%(1/,$(&$22!(+!B!
If nmemb or size is 0, then calloc() returns either NULL, or 

a unique pointer that can later be successfully passed to 

free().!

T$(/@$(1/!!#%,(!#U$(?(Q(V1/@/0$&$@(CW(=(/(0#!&/4$X!

!
L$1$/&(+%&#2(!32I$)!
-(%$F(:613&:$!#!(=(#!("/223"(&:$(F@3%,('+%"&#3%(:$@$Y!


